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What is loT Data Analytics

loT Data Analytics is the use of data that has
been collected from IoT devices for
processing and analytics purposes. This
data is then used to provide actionable
insights which can support decision-making
and improve business operations.
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loT Data Lifecycle

® Data Creation

® Data Transmission
® Data Preprocessing
* Data Storage

* Data Processing

® Data Retention
® Data Archive
* Data Purging/Cleansing

* Data Re-use/Re-Purpose
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Data Collection from loT Sensors and Devices

loT Sensors and Devices collect huge amounts of raw data. This can include data such as

humidity, temperature, pressure, motion and sound readings.

Methods of Collection:

Direct Collection from Physical Devices

Wireless Communication

Aggregation Techniques

Mobile Terminals

Edge Processing
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Data Processing Challenges

Scalability Data Volume Heterogeneity

Data Quality Data Security
and Veracity and Privacy

System

Optimisation -
P Availability

Data Analytics
Reduction Latency
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Why is Data Storage Important in

loT?

Massive Data

Accessibility and

A Heterogeneit Analytics
Volume Usability J Y )/
Scalability and Data Security and Real-Time
Flexibility Privacy Processing
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Data Storage for IoT

Hybrid

Cold Storage
(Archival)

|
=/

Cloud On-Premesis

Decentralised (Blockchain) Edge Distributed
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Considerations For IoT Data Analytics-
Analytics Types and Techniques

Descriptive Analytics Predictive Analytics
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Descriptive and Predictive Analytics

Descriptive Analytics

Descriptive analytics is all about understanding historical data—it answers the
question, "what has happened or what is happening?”. It helps identify patterns,
trends, and past events, making it useful for spotting business opportunities and
challenges.

For example, a company could use descriptive analytics to track the number of
defective products over time and pinpoint the reasons behind those defects.
This insight can then be used to improve quality control and reduce waste,
ultimately making operations more efficient.
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Predictive Analytics
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Predictive analytics is all about anticipating future outcomes—it answers the
question, ‘what will happen and why?". By using statistical models and machine
learning, it helps identify potential issues before they arise, allowing businesses
to take proactive measures.

For example, predictive analytics can forecast inventory levels, anticipated
demand, and potential equipment failures, helping companies optimise
resources and prevent disruptions. It leverages technologies like data mining,
text analysis, and web analytics to provide accurate, data-driven predictions
about future conditions.
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Considerations For IoT Data Analytics- Data
Characteristics

The 10 V's:
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Applications of lIoT Data Analytics

- @ Q A ’J.\

SMART SMART HEALTHCARE SMART GRIDS SMART CITIES AIR QUALITY
TRANSPORTATION MANAGEMENT
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Considerations For IoT Data Analytics-
System and Infrastructure
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Considerations For IoT Data Analytics-
Business Needs

%% Business Experience

B Identify Market Value Opportunities

Q Recognise Issues

s2= Alignment with technical talent and functional managers

Q Disruptive to be innovative
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Considerations For loT Data Analytics- Data
Lifecycle Management

Due to the vast amounts of heterogenous, high-velocity data collected by loT
devices, DLM is a critical consideration for IoT Data Analytics.

DLM provides a framework to manage data from its creation, though to it's
deletion and ensures that the data is available, usable and secure for
analytics purposes. This allows for organisations to extract valuable insights  [ENEENEE X N

which helps them to optimise their operational processes and make informed \ \‘\ “\“\\\‘\\\
decisions. ‘\\‘\‘3% \“\\“\\\\“‘M SN
\ =

Without an optimal DLM, organisations can become overwhelmed with [oT S5 =
data due to the volume and complexity and can miss out on the
opportunities and insights this data could provide from meaningful analytics.

Co-funded by | E
the European Union S' ' ICII'CO



Considerations For IoT Data Analytics-
Privacy

The data collected from IloT devices can often be
personal or sensitive datq, for example health, behaviour, /
and location. Because of this, intimate information about /f/'

an individual can be extracted from this datq, this makes |

it a target for security breaches and unauthorized access
along with risks of general leaks.

Robust privacy measures are essential in the collection,
analysis and storage of loT data to prevent data leakes,
identify theft and other privacy violations.
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Considerations For IoT Data Analytics-
Visudlisation

Visualisation plays a crucial role in loT Data Analytics
because the sheer volume and complexity of lIoT data can » LN
be overwhelming without a clear way to interpret it. Using
charts, graphs, dashboards, and other visual formats makes
it easier to spot patterns, trends, and anomalies- insights
that would be difficult to extract from raw data alone.

This not only makes data more accessible but also supports
faster and more informed decision-making. While visualising
loT data comes with challenges, particularly given its scale
and variety, effective visualisation is key to unlocking its true

value and turning data into actionable insights.
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Considerations For loT Data Analytics- Security

Security is a key concern in IoT Data Analytics because of the sheer volume
and sensitivity of data generated by a wide range of connected devices.
With so many interconnected systems, there are multiple potential entry
points for cyber threats, which can lead to data breaches, unauthorised

access, and disruptions to critical services.

To build trust in loT technologies, ensure compliance with data privacy
regulations, and fully harness the benefits of data-driven insights, security
needs to be embedded at every stage- from devices and networks to
analytics platforms. The diversity of IoT devices, along with their limited
computing resources, adds an extra challenge, meaning security

measures often need to be lightweight yet effective.

A strong security framework across the entire IoT data lifecycle isn't just
important- it's essential for ensuring the safe, responsible, and scalable

deployment of IoT Data Analytics.
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Key Tools and Platforms for Data Analytics

Google Cloud

Microsoft Azure AWS loT IBM Watson loT loT Core and
loT Analytics Analytics Platform Cloud loT
Analytics

ThingSpeak Predix Ubidots

Particle Kaa IoT Platform
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Refresh: Distinction between Edge and Fog

&

¢

EDGE FOG
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Cloud and Edge Integration in IoT Networking

The integration of cloud and edge computing enhances IoT performance by balancing centralised
and decentralised data processing.

Emerging Trends:

Example: A smart grid

(" ) 4 ) ' I

Edge Computing: Processes USIng edge deVICeS fOr

data locally to reduce Fog Computing: An intermediary local power management

ll?stoenzy(e GZZlf—d?Sir:\dWciztz layer between edge and cloud, Clnd CIOUd |C|tf0rm3 fOr
9¢ \&3- J el reducing the burden on both. p

processing sensor data in S o

real-time). ) N ) predictive maintenance

analytics.

4 ) 4 )

Cloud Computing: Provides Al in Edge Networks: Optimising

large-scale data storage network performance through

and analytics. machine learning.
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loT Data Collection
Process Flow

Wireless

Sensors Aggregation Storage
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loT Storage Types Overview

Provides scalable and centralised data storage,
Cloud Storage ensuring seamless access to loT data across High latency & bandwidth costs TFL Smart City Traffic Management
multiple locations.

Ensures greater control over sensitive data and
compliance with regulatory requirements.

Mayo Clinic & Google Cloud

On-Premises Storage Partnership (source)

Scalability & maintenance costs

Enables real-time processing and lower latency
Fog Storage for critical loT applications like healthcare Security risks at edge nodes Fog Computing in Healthcare loT
monitoring.

Optimises real-time data processing at the edge

Hybrid Storage while enabling scalable cloud storage for long- Balancing cost & integration

IT Service Management

term insights. complexity
Cold Storage Provides cost-effective Iongfterm archival S]ow retrieval times & compliance AWA- Long Term Data Preservation
storage for regulatory and historical data. risks

Improves fault tolerance, availability, and

Distributed Storage scalability by distributing data across multiple alfgh IpISTACe e GRS e Clelie

: : US Signal- Ceph Distributed Storage
consistency issues

nodes.

Reduces latency and bandwidth usage by Limited capacity & security Industrial loT Predictive
Edge Storage : . . s -

storing and processing data near IoT devices.  vulnerabilities Maintenance (Source)

Enhances security, transparency, and trust by
Decentralised Storage storing loT data across decentralised blockchain
nodes.
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Edge Computing and loT

Edge Computing has become a popular and growing
solution to some of the challenges that can come with
lOT.
Edge computing enables improvements in:

® High Latency

® Network Congestion

®* Bandwidth Demands
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How"?

Reducing latency and

@ improving  real-time :(ﬁu)z

response.
b Enabling new, advanced e
‘o g : g
aD loT applications.
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Edge computing helps businesses tackle these challenges by:

Conserving  network
bandwidth.

Complementing
cloud computing, not
replacing it.

Extending battery life of
E‘,} resource-constrained IoT
devices.



Reducing Latency and Improving Response Time

Edge computing processes data locally.

Reduces transmission delays between loT devices and processing units.

Enables real-time responses for:

: : Real-time monitorin
Autonomous venhicles Smart manufacturing S
systems
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Conserving Bandwidth

_‘

Processes and filters data at the edge before cloud transmission.

Reduces data transfer volumes and network congestion.

il

V Lowers operational costs for bandwidth use.
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Extending loT Device Battery Life

Extends the operational

Offloads heavy L L
*“ : Reduces communication lifetime of battery-
computation to powerful ,
overhead for devices. powered sensors and
edge nodes.

devices.
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Enabling New loT Applications

Low latency and local processing enable:

® Smart cities
® Industrial automation
®* Smart grids

®* Augmented reality

® Autonomous systems
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working with the Cloud

Edge Edge computing complements cloud computing.

Cloud Cloud handles big data analytics and large-scale storage.

Edge Edge focuses on immediate processing and real-time decision-making.
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Edge Computing-based loT

* The integration of loT and edge computing is
referred to as edge computing-based IoT.

® Leverages the strengths of both paradigms.

® Creates efficient, responsive, and scalable
lOT systems.
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Chadllenges

. . Complexity of Interoperabilit
ﬂ Security Risks Q RIS * & Y
Management Issues
Resource -
Soc — Data Integrit
“="  Constraints — gnty
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Fog Computing

Fog
Device

Edge Cloud
Device
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why Fog Computing?

With the vast amount of data being uploaded to the cloud, this can cause latency, bandwidth
and privacy issues. Adding fog nodes to the network can help overcome these issues.

Fog Computing can reduce:

Cloud Processing

Traffic loads Energy consumption
gy P Costs

Improve Privacy
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SCALE

According to the OpenFog Consortium (2017) the benefits of Fog Computing
add up to SCALE:

® Security: the processing of sensitive data can occur locally, security
measures can also be enforced through multiple points

® Cognition: Fog computing enables the ability to embed intelligence within fog
nodes, which allows them to make autonomous decisions based on real-
time data and client-specific needs. This makes fog computing highly client-
centric, as fog nodes can adjust their settings and behaviour to meet the
unique requirements of each application or user.

® Agility: The programmability and scalability of fog computing enable rapid
adaptation and flexibility, allowing fog systems to quickly respond to
changing conditions and user needs. This agility can foster continuous
innovation, which supports the development and deployment of new services
and applications.

® Latency: Fog improves latency by processing data closer to where it is
generated

* Efficiency: Fog computing enhances efficiency by utilising local resources
such as storage and computing power at fog nodes, which reduces the need
to send large amounts of data to the cloud. This decentralised approach
optimises bandwidth usage and lowers energy consumption, ds data is
processed closer to its source. Additionally, fog nodes dynamically allocate
resources based on demand, which can ensure that systems run more
efficiently and cost-effectively.
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From Canva:




Fog and Cloud Deployment Scenarios Across a Multi-Layered System

Organisation Systems

Business Support

Operational Support

Monitoring and Control

Device
Sensors and Actuators

Images From Canva: Comp tower by Flowicon from Flowicon, Fog: by Blue Feather Design from Blue Feather Design, Cloud: by summylove,
Car: 420494 from pixabay, Machine: by Eucalyp from Eucalyp, Sprinkler: by Soni Sokell, Suitcase: by Nithish Ramesh from Nithish.R
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Fog to Cloud

Cloud

=\

'lOrganisation

=
=
=
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Organisation

Cloud Cloud
Cloud

FogandEdge

Centralised Architecture Edge to Cloud

Fog Architecture
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How does fog computing help business
tackle challenges??

f-.. Improving efficiency ‘ Reducing costs of ﬁ Enhances Data Security
A and Performance Cloud Processing and Privacy
Allows for greater Offers new Business Allows for better
‘/ﬂ' business Agility and ',,:“ Opportunities and |||l management of [oT
Flexibility Revenue Streams Data Overload

V Improved Reliability
and Resilience
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Edge, Fog, and Cloud Computing for Business Decision-

Factor Edge Computing Fog Computing Cloud Computing
o . Acts as an intermediary layer Processes data in a centralised remote

Definition Processes data locally, close to |oT devices.
lbetween Edge and Cloud. cloud.

Latency Ultra-low latency (real-time decision-making). Low latency (faster than Cloud but Higher latency due to data transmission.
slower than Edge).

Scalability Limited (depends on device capability). gﬂczﬁlgécﬂ?;gsupports regientl High scalability (centralised infrastructure).

Cost Efficiency Higher initial costs (investment in Edge hardware). Moderate (requires Fog nodes but  Lower initial costs, but higher long-term data

reduces cloud usage). processing costs.

Moderate (aggregates data before Lower (data stored in cloud, increasing

Data Privacy & Security  High (keeps sensitive data on-premise). soelig G0 clove) A ————

Computational Power Limited (constrained by device processing power). Higher than Edge (Fog nodes can Unlimited (uses powerful cloud data

handle moderate processing). centres).
Data Transfer Costs Low (minimal cloud dependency). ch:/:gcdgsote (some data still sent to High (constant data transmission costs).
Reliability High (operates even without internet). NIOSEIES (relies on Fog node SO (.se.r.wce elisrUpiens (i gers
availability). accessibility).
Real-time analytics, autonomous systems, Smart cities, industrial 10T, regional  Long-term data storage, Al model training,
Best Use Cases o . : . I ]
healthcare monitoring, smart manufacturing. data aggregation. enterprise cloud applications.
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Unit Completed - What's Next?

To consolidate your learning and reflect on the key concepts covered, please take a moment to
complete this quiz.

Your feedback and results will help you track your progress and support continuous improvement of the
training experience.

By completing this quiz, you will also become eligible to receive a certificate of successful training
completion.

Click the link below to begin the quiz!
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https://ec.europa.eu/eusurvey/runner/IOT3?startQuiz=true&surveylanguage=EN
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